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Fast review and investigation
of computer forensic
images and evidence

When discussing misuse of the company’s time, we are 
referring to using the company’s computer for personal 
uses during work hours. Some examples of this include 
the employee using the company’s internet for their 
personal use, or the user using the company’s computer 
to work on another business that the user has outside of 
his normal job. In these examples, work hours are being 
used for personal tasks.

There are a number of different scenarios where work 
time can used for personal use. Each of these scenarios 
include ‘time theft’, which is grounds for disciplinary 
action, and therefore an investigation may be justified. 
However, when investigating such events, different 
scenarios would require different types of analysis, and 
you would be likely analysing different artifacts. We 
cannot cover all of these scenarios in this post, so we 
have provide one example. In this example we have 
suspicion that a user is using the companies computer 
and internet services for his own purposes during work 
time. Lets presume that you have a forensic copy of the 
user’s system, and you have indexed the forensic copy 
in W4.

1. In this example we are investigating internet activity, 
so we have selected the History category on the left 
hand panel. This shows all internet history on the 
system. 

Searching all of the internet history for every day 
can be overwhelming. In this type of investigation, 
one approach would be to break the activity down 
into one day at a time. There may be some other 
investigative information available that can help with 
filtering. For example, it may be known that the user 
only did personal browsing in the afternoon when 
other colleagues were out of the office. That type of 
information can further help you to narrow down 
timings, and focus of specific hours. 

In this example we have been told that the user 
has been observed to browse the internet when 
he gets back from lunch at around 1pm. With that 
information in mind, we have set the timeline for a 
specific day, and started our time frame from 1pm.

2. The settings above provides us with all of the internet 
history for this time period. An important aspect to 
check, is that this data belongs to the user under 
investigation. If a system is shared by different 
users, you should tag only the activity by the user in 
question. That way you can search on that tag to only 
show their activity.

We have some great information about the user’s 
internet activity in the table view. Immediately we can 
see the following:

• That the user ran a Google search for the term 
ebay.

• From there, they entered the ebay site and looked 
in specific categories. 

• The information in the Title field shows us that the 
user was looking at TVs, specifically 49” LG TVs.

• The Visited column shows that the user browsed 
for TVs from around 1:40pm to around 2:10pm. 
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Then there was a break, and more browsing for 
TVs commenced from around 3:22pm.

• We can see the duration of how long the webpage 
was open on the system. Note that this does not 
mean the user was actively browsing the page. For 
example, the page could have been opened, then 
the user may have gone out for some time.

• We can see the visit count. This represents how 
many times that particular page, or items on that 
page were clicked on.

• We can also see the URL for the visited page. This 
allows us to copy the link and us a browser to view 
the page that the user was viewing.

3. Another area of interest is the Bookmarks category. 
We can look at this category for more user activity 
within the time frame. This category shows if any 
bookmarks were created by the user. In this case, 
we can see that 10 bookmarks were created by 
the user. The Name column shows us a descriptive 
name for the bookmark, along with the site that was 
being viewed. We can also see that the bookmarks 
were placed into a folder named TVs. This indicates 
that the user created a custom folder to capture the 
pages which he was viewing, so that he could quickly 
reference them later.

4. Another artefact that you could look at is what images 
were downloaded to the system when the user was 
browsing the internet. The images from the internet 
cache below show a number of TVs. This is more 
evidence to show what the user was browsing at that 
time.

In summary, with W4 you can investigate a specific user’s 
internet activity with little effort. W4 categorises the 
different artefacts so that they can be searched, filtered 
and displayed to highlight the most pertinent evidence 
to support the allegations of the case. 
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